BLUETIDE

MARITIME CYBERSECURITY

Our Cybersuite aligns with industry standards such
as BIMCO, IMO, and NIST. Our tools cover numerous
guidelines, and our assessments provide
remediation recommendations for your SMS code
mandated by the ISM code. This ensures a robust

In a cyber assessment done by a multinational
professional services firm, the most effective way to
boost coverage was the implementation of an MSP
followed by tool implementation and in-house
initiatives. Our cybersecurity suite offers a solution

cybersecurity defense and compliance with
established guidelines.

to contribute to each of these categories creating
extensive cyber protection.

BUILDING COMPREHENSIVE CYBERSECURITY
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BLUETIDE

* We initiate our cybersecurity coverage by employing tools and conducting interviews to
perform a comprehensive cyber risk assessment. This assessment allows us to
identify the following:

=]

48%

o Overall risk rating o CISO recommended remediation
N\ « ldentify top risk areas for policy practices not covered by
’ ¢ Industry Comparison Percentiles our tools
Bluetide SMS
Cybersuite All in a Customer-Friendly Risk Report
EMPLOYED TOOLS

o Cybersecurity Assessment « BCDR * 24/7 365 SOC
« loT Security » Cybersecurity Training « RMM
* XDR, EPP, EDR, CWPP » SIEM + Phishing Campaigns

PROTECT DETECT
i e Security Information & Event
Management (SIEM)
¢ Extended Detection & Response

e Role-Based Access Control AES
Cyphers
e TLS Encryption

Integrity Monitorin (XDR)
grty ) 9 o Malicious & Unauthorized code
~ « XDR Security detection

o BCDR Response and Recovery
e Al Learning Security Remote
Monitoring & Management (RMM)

¢ Vulnerability Scans
e Detection processes incorporating
Al learning
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BCDR Response and Recovery
Incidents are contained and
mitigated

Shared incident reports

Cyber Forensics

Adaptive Response Plan

e Regularly updated response
strategy
¢ Incorporation of lessons learned
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[l Covered by BlueTide Cybersuite In-House Safety Management System Policy
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